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Introduction to BSec Security 3

1 Introduction to BSec Security

BSec or Easy Security Templates.
Easiest Security to add, setup, manage, and offers excellent security.

Supports C4 -C6x, C7, ABC and Clarion Chains.
Multi-DLL support.

BSec is for Security Logon and restricting User access in your apps and is not for
Registration Purposes.

BSec uses Encrypted tps files and has 'developer set built in defaults' in case the user
deletes the security file.

BSec will automatically create a new Security file and use the developer defaults in creating
the file.

If the end users delete the User file, they will lose access to the application, and need to
contact the developer for assistance, or you may provide a default file.

Supports up to 255 Security levels. (Using a global Byte)
BSec is rich in features.

1. Procedure level security to restrict access.
2. EIP security for C4--C6x ABC, and C6x Legacy.
3. Global template populates all procedures, and allows a default global setting for all
procedures.
. Hide or disable individual controls based on security settings for each control.
. Default global setting can be individually overridden in each procedure and security
template.
. Global defines for the access violation message and icon.
. Individual Insert, Change, Delete security settings for forms.
. EIP security for add, change, delete.
. Multi-extension to add for as many buttons as needed to add security.
0.Secured code start and end code templates to secure code in embeds. Only run if User
passes security clearance. No warning message.
11.JumpStart utility to add all security items and default settings to a Security file.
12.TXD provided for the Security file. Rename, change Owner Name, etc to taste. Must
follow file format.
13.TXD provided for sample Users file, and example users file provided for testing. You can
use your own Users file in the app. Just needs 3 basic fields and a key.
14.Logical labeling using Procedure Name, EIP, action name, and/or button name for the
procedures and controls in question.
15.Additional fields for category and description in the security file. Defaults to procedure
Category and Description. Alter as necessary for user simplicity
16.Uses your Logon window, or txa's to import. Control template provided to add Logon
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4 BSec Security Templates

functionality when using your window.

17.Logon window is standard window procedure, so can be altered to match your look and
feel.

18.Frame template to call logon procedure.

1.1 OverView

+-_| Clazz BRT - BigR eqgigtrationT amer
=+ _| Clazz BSEC - Secuity Access Templates
— ~_] Contral Templates
: 1 BSeclogon - BSec Logon Control Wer 1.2
=8 _ 1 Code Templates
= 1 SecCodeE - Secured Code End Wer 1.2
1 SecCodeS - Secured Code Start ver 1.2
= _1 Estenzion Templatesz
= 1 BProcSec - Procedure Security Wer 1.2
= 1 BSecCallogon - BSec Call Logon From Main Procedure Yer 1.2
= 1 BSecGlobal - BSec Securty Global Wer 1.2
= 1 ButSec - Button Security Wer 1.2
“-@ EIPSec - EIF Security Ver 1.2
=1 Utilties
1 EwportBSec-BSec "JumpStart” Export Security Settings V1.2
i _ | Groups
~_] Clazz BSMF - EMail File Template
~_] Clazz BSMP - EMail PDF Template
~_] Clazz BSPL - BSPrintLizt Template
~_] Clazz BSRef - Applnfo Reference Ltili

+ o

BSec or Easy Security Templates.
Easiest Security to add, setup, manage, and offers excellent security.

Supports C4 -C6x, C7x, ABC and Clarion Chains.
Multi-DLL support.

BSec is for Security Logon and restricting User access in your apps and is not for
Registration Purposes.

Supports up to 255 Security levels. (Using a global Byte)

Uses BSec Security Class to retrieve the security settings.

1.2  QuickStart
Quick Start Guide

1. Import Users.txd and Security.txd into your app dictionary. See includes.

2. Add BSec Global template to app, or all apps in multi-dll. Set default global security level,
change default message, multi-dll settings as needed.

3. Fill in Security File and Owner Name settings in Main Frame BProcSec procedure
template. This is required by the BSec Classes.
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Introduction to BSec Security 5

. Copy the provided sample users file to the app directory. See includes.

. Import a Logon procedure txa provided. (ABC or Legacy) See includes.

. Add the BSecCallLogon extension to the main frame and select the name of the Logon

procedure.

7. Wizard Generate a browse on the Security file. Add EIP and BSec's EIPSec extension if
desired. Do not allow changing the Sitem field.

8. Wizard Generate a browse on the Users file. Add EIP and BSec's EIPSec extension if
desired.

9. Peruse your app and change default security settings to what you would like to see.

10. Add any control level security you desire, hiding or disabling individual controls.

11. Add any additional EIPSec, ButSec Button Security extensions, or secure any code as
you feel compelled.<g>

12. Run the_ExportBSec Jumpstart Utility to build the default Security file.

13. Compile and run your now secured application.(s)

(o206 I~

1.3 License

License & Copyright Notice
BSec Security Manager

BSec Security Manager is copyright 2010 by Comsoft7.
None of the files included in this package may be distributed individually
or in an altered state without first contacting the author.

BSec is provided without warrantee or guarantee, implied

or otherwise. Use at your own risk. Using BSec implies

acceptance of this agreement, along with recognition of copyright.
Comsoft7 cannot be held liable for any damages or business losses,
which may occur as a direct or indirect result of using BSec.

#! BSec Security Manager is the intellectual property of Bo Schmitz -
#! AKA Comsoft7 Copyright 1985-2010

#!

#! The author has developed all template code independently,

#!

#! Licensing is based on Softvelocity's - one developer can run

#! BSec on more than one machine as long as they are the

#! main user and it is the same copy of Clarion. The developer can
#! run BSec on more than 1 version of Clarion as long as

#! they are upgrades. Therefore, one license required per each

#! Softvelocity license. You can transfer the license to another

#! developer by first consulting the author.

#! Inquire the author for site license's or multiple licenses.

#!

#! Because BSec is all code, please observe the copyright.

#! 1 made the decision to not BlackBox BSec, and you may

#! modify it to suit your purposes. Please advise the Author of
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6 BSec Security Templates

#! any major changes, your needs, and perhaps these changes or needs
#! can be included as features.

#!

#! BSec must not be copied, or modified, in part or whole

#! (except for Personal use), or distributed to another person in
#! any way, without first Contacting the author.

#!

#! The author may be contacted by email at Bo@comsoft7.com
#!

#! No warranty of any kind! Use at your own risk.

#!

1.4  Whats New
September 24, 2010 BSec Ver 1.2 released.

added individual control security in procedures.
September 24, 2008 BSec Ver 1.0 released.

2 BSec Templates

+-_| Clazz BRT - BigReqistrationT amer
=l_| Clazz BSEC - Security Access Templates
— «_| Cantral Templates
= BSeclLogon - BESec Logon Contral Ver 1.2
=8 _ | Code Templates
= SecCodeE - Secured Code End Ver 1.2
= SecCodes - Secured Code Start Ver 1.2
=-_| Estenzion Templates
= BProcSec - Procedure Security Ver 1.2
= BSecCallLogon - BSec Call Logon Fram Main Procedure Ver 1.2
= BSechGlobal - ESec Security Glabal Yer 1.2
= ButSec - Button Security Ver 1.2
.3 EIPSec - EIP Security Ver 1.2
=1 Utilities
= ExportBSec - BSec "JumpStart' Export Security Settings V1.2
4 _ | Groups
«_| Clasz BSMF - EMail File Template
«_| Clasz BSMP - EMail PDF Template
«_| Clasz BSPL - BSPrintLizt Template
«_| Clasz BSRef - Applnfo Reference Utility

+ O+ O+
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BSec Templates 7

2.1 BSecGlobal

Setup |BSecGIDbaI | Credits | Setup  BSecGlobal |Eredits |
c ﬁ? BSecGlobal BSecGlobal
Comsoft?® 1585-2008 a ﬁ? Comsoft?® 1985-2008
omsa bo@icomzaft¥.com omso bol@carmzaft? com

Template Family = ABC Cwversion = 6300 Template Family = ABC Cwersion = 6300

[ Dizable ESec in this App

- . BSechlobal establishes a global security level
[ Thiz iz part of Multi-DLL app:

for all procedures in the application.
r Thiz can be overridden in the procedure extensions

Global Settings are on the Frame procedure

Default Global Level [Req) |3

4k

Security Mezsage

Heading | Security Violation

Sormy, You do not have access to this function, J

[ -]

Izar [IE0N:Hand x|

The 'Disable BSec in this App' checkbox is provided for testing if you wrongly think BSec
Security Templates are causing any problems.<g> It will disable all code generation in the
app while developing and for testing purposes.

If you are using BSec on Multi-dll apps, select the checkbox 'This is part of Multi-DLL app:'
This will enable the 'Export Global Data ' checkbox, which you should select for the Data DI
to export BSec's classes and variables.

Set the Default Global Security Level to what you feel is the most common one you will use
for most procedures, buttons, etc. All templates added after this point will default to this
number. Each template can be individually overridden with its own default level within those
templates.

The Security Message box controls the Security Message generated by BSec whenever a
security violation occurs.

Do Not Use Linefeeds in the message area.

Salt to taste.

2.2 BProcSec

On the Main Frame or First Procedure

The Frame or First procedure is used to set the Global Security File and Owners Name for
the BSec classes. It automatically disables procedure security so that the logon procedure
can be called and menu is enabled.

© 2010 Comsoft7©



8 BSec Security Templates

Global Seftings |Erncedure Settings | Credits |

BProcSecBSEC) =1
Comsoft]  comsoirre 13852000
bol@comzoft?. com
Template Family = ABC Cwversion = 6300

These zetting are global to the Security Templates
and are only available on the Frame or Firgt Procedure

Security Filg Security J
File: Qvarer Mame [Bo

Global Setiings  Procedure Settings |Cledits |

BProcSec(BSEC) =1
Comsoft?  consotre 13652008
bof@comsoft?. com
Template Family = ABC Cwersion = 6300

[+ Dizable Security Checking for this Pracedurs

On the rest of the Procedures

Disable security checking in this procedure if desired, and set any default Security levels

required to access the procedure.

Procedure Settings |§ontml5ettings | Credits |

BFrocSec(BSEC) =7

comso Comsgoft?® 1385-2010

bol@carmzaft? com
Template Family = ABC Ciwhersion = 5300

[ Dizable Secunty Checking for this Procedurs

Ak

Security Level Requied |3

Individual Control security.

Add any addition control level security by adding the controls and Hiding or disabling them

accordingly.
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BSec Templates 9

Procedure Settings  Contral Settings |Eorms{ -

BFrocSec(BSEC] =6

comsa Comzoft?® 1385-2010

bo@icomzaft¥.com
Template Family = 4BC Cwiferzion = B300

Controls you want to disable/hide & Controls
For the different Security Levels.
FCUS: PhoneMumber - Dizable 4

PCUS:Company - Dizable 4 . BProcSeclBSEC] =6
cﬂﬂ?&'ﬂﬂ? Comsoft?® 1985-2010

bo@icomzaft¥.com
Template Family = 4BC Cwiferzion = B300

Contral  [?CUS:PhoneMumnber =]
Security Level Required |4|

4k

Control Action
" Hide

Inzert Properties | Delete | + | ¥ i+ Disable

On 'Forms' an Extra Tab appears for Security.

In addition to the procedure security, additional security is added depending on the form's
action request. Set the individual default levels as required. Settings respond to the 'Disable
Security Checking for this Procedure'.

Procedure Settings | Control Settings  Eorms § bl

BProcSec(BSEC) =6
Comsoft?  consaire 1352010
bof@comsoft?. com
Template Family = ABC Cwersion = 6300

Insert Securty Level [3

Change Security Level [2

Al A A

Delete Security Level [2

© 2010 Comsoft7©



10 BSec Security Templates

2.3 BSecCallLogon

Uszer Logon Procedure |Eredits |

BSecCallogon(BSEC) = 3

comsa Comzoft?® 1385-2003

bo@icomzaft¥.com
Template Family = 4BC Cwiferzion = B300

Iser Logon Procedurs— [Logan [=]

On the Main Frame or First Procedure.

The BSecCallLogon template is restricted to the Main Frame or First procedure in the EXE
of a standalone or Multi-dll app. Security must be disabled on the Procedure using this
extension. The templates do this automagically. Select the Logon Procedure from the drop
down to generate the code to call the logon procedure in the procedure.

2.4 ButSec

Settings |Cledits |

ButSec(BSEC) =6

Comsoft]  comsoiire 15852000
bol@comzoft?. com

Template Family = ABC Cwversion = 6300

[ Disable Securty Checking for thiz Buttan

Buttar: [#Users x|

Button Securty Level [125 =

The ButSec extension template is used for setting additional security in procedures at a
security level different than the procedure itself. This is required to stop routine code calls,
running embedded code, etc that requires tighter security. It has its own switch to disable,
but also follows the Procedure's '‘Disable Security Checking for this Procedure’ switch. It
does not follow the Procedure switch when installed on the Main Frame or First procedure
as the procedure security is disabled to call the logon.

Select the button you want to add security too, and the default security level required.

© 2010 Comsoft7©



BSec Templates 11

2.5 EIPSec

EIPSec for ABC control. Select the browse to protect, and set your security Levels for
actions.

Settings |Cledits |

EIPSec(BSEC) =10
Comsofl]  comsoiire 1552000
bol@comzoft?. com
Template Family = ABC Cwversion = 6300

[ Digable Security Checking for thiz Browse

ABC Browsse Cantral: | 7B rowse:1

L L«

Irzert Security Level K

Change Secuity Level |4

Ak] Ak] 4

Delete Securty Level [5

EIPSec for CLARION(Legacy) control. Select the browse to protect, the legacy Change
button assigned to the browse, and set your security Levels for actions. The change button
is required so the EIPSec can generate the code into the proper routine to protect the EIP
Browse.

Settings |Cledits |

EIPSec(BSEC] =19

comsa Comsoft#® 1335-2003

bol@comzoft?. com
Template Family = CLARIOMN Cwversion = 6300

[ Digable Security Checking for thiz Browse

ABC Browsse Cantral: | 7B rowse:1
Legacy Change Button;  YChange:d

Lo L« |

Irzert Security Level K

Change Secuity Level |3

Ak] Ak] 4

Delete Securty Level [3

© 2010 Comsoft7©



12 BSec Security Templates

2.6 BSeclLogon Control

: : J

Login Mame:
Paszsword:

BSecLogon Control template dropped onto generic window. Matches import txa procedures
in Includes.

Mair | Credits |

BSeclogonBSEC] =6

comsa Comsoft#® 1335-2003

bol@comzoft?. com
Template Family = ABC Cwversion = 6300

Lagon Mame and Pazsword File info
Logon File zers J

Mame/Password Key IWJ
Uzer Logan name IWJ
User pagsword IWJ
Usger Level lmJ

Enter the details for your Logon File, Key, and Fields to use for the Logon, and you are
done. See Users File for more details.

2.7  Securing Embed Code

<@l ?DTLFrice
: — -# Accepted
Secured Code Start- DetaillpdateFParentR ecards
SOURCE [IMy embed code to update parent records if sufficient Security Clearance.]
Secured Code End Yer 1.0[8]
Generated Code

DoDE® 6

Perfarm field level walidation

Adding SecCodeS (Start) and SecCodeE (End) adds a wrap for the code you want to
secure. They do not generate any messages, but only run the code if the security is met.
They must be added in pairs to complete the wrapper, or the compiler will complain.<g>
The Secure Code templates do not respond to the procedure 'Disable Security Checking for
this Procedure' switch, but contain their own "Write Code' Switches. They will respond to the

© 2010 Comsoft7©



BSec Templates 13

Global 'Disable BSec in this App' switch.

OF ?DTL:QuantityOrdered
* [Priority 2588]

t Generated Code
OF ?DTL:Price
* [Priority 1188]

t ScodeStart =exxx

IF BSecC.GetSecLevel('DetailUpdateParentRecords') = B THEN BSecC.AddSeclLevel(’'Detail
IF BSecC.GetSecLevel('DetaillpdateParentRecords') > GLO:SecLevel

ELSE

* [Priority 4499]

My embed code to update parent records if sufficient Security Clearance.

* Do more code here.

* ScodeEHD xxxxx

EHD

? [Priority 4788]

t* Generated Code
OF ?DTL:TaxRate
* [Priority 2588]

2.7.1 SecCodeS Code

Settings |Credits |

SecCodeS[BSEC) =9
comsa f‘? Comsolt7® 13852008
bo@icomzaft¥.com
Template Family = 4BC Cwiferzion = B300

Uze ! for vaniables

Item Mame |tailUpdaleF‘arentF|ecnrds

Cateqary | Irventarn

Description | Code to update Inventarny

Security Level [25 =
¥ ‘wiite Code

You can use a variable in the first three prompts if required, by preceding with a '

Give the Item a unique Meaningful name. This will be used for the lookup in the Security file.
It is possible to use another name from the Security file, if you want this code to track and
stay on the same security level as another item. Filling in this prompt is required. Category
and Description may be helpful in the Security file, but are not required. Set Security level to
the desired requirement.

You must also insert a SecCodeE 'secure code end' after the code you wish to protect.
SecCodeS wraps the code with an IF statement and needs the other code to provide the
END.

© 2010 Comsoft7©



14 BSec Security Templates

2.7.2 SecCodeE Code

Settings |Credits |

SecCodeE(BSEC) =58

comsa Comzoft?® 1385-2003

bo@icomzaft¥.com
Template Family = 4BC Cwiferzion = B300

Thisz iz the matching End far
using the "Secured Code Start"
tenplate to wrap other code in
a secured wiapper

[+ *wfrite Code

The SecCodeE template adds an END to the embed code you are protecting with the
SecCodeS code template. It is needed to end the If statement protecting the code.

2.8  ExportBSec Jumpstart Utility

In the IDE menu, select Application\Template Utility...  or press Ctrl+U

A Clarion 5.5 (hotran.app) - [botran.app - Application Tree]
¥ Flle Accessories DataModeller Edit | Application  Procedure  Project  Setup W

g o= B | %o oW | Properties...

Global Properties. ..

J x | Global Froject  Prop Change Dictionary. ..
Vieww Dictionary...

Procedure
Ic |Modu|e| Template I Hamel Tnsert Madule. . |
I +-[
Template Ukility. . Chrl+H ]
BN tain [Frame] - C55 'wizard Applicat Synchronize my

— -&] BrowseBoTran [Browse) - Brow:

- Refresh
¢ % #] UpdateBoTran [Form] - Upd
(Bl Templang Pafindow) Redistribube Procedures
8] PrintTransFile [Report] - Report Repopulats Modules
L. & Changelang [window] Renumber Modules

Delete Emply Modules
Delete Empty Libraries

Select ExportBSec -- BSec "JumpStart" Export Security Settings

© 2010 Comsoft7©



BSec Templates 15

Z Select Utility

LLLLLLLLLL

+

Clazz ABLC - Application Builder Clazz Templates
Clazz 4BCFree - ABC Chain Compatible Free Templates [WS5)
Clazg ABCWIZARDS - Clarion ABC wWizard Templates
Clazs dpp_Ref - Application Reference Templates Wer 2.52]
Clazz BLAT - BiglegacyT aabeT amerltm) Templates
Clazz BoTest - Wariousz Test templates
Clazz BoTpl - Misc Collection Templates
Clazz BoTran - Tranzlate Templates
Clazz BoTrang - Tranzlate Templates
Clazz BSEC - Security docezs Templates

‘] EwportBSec - BSec "JumpStart” Export Security Settings V1.0
~_] Clazzg BTDD - BigTreeliraghropltm]
~_] Clazg CSMesBox - CapeSoft MeszageBox Template Werzionl. 52
~_] Clazz DNETWiz - Program ‘wizard For Clarion. Met
| Clags Draw - CapeSoft Draw Temolate - Yergion 2.61

8

chflL

Select

LCancel

Help

Select the name of your Security File, and add the File Owner Name (Password)

Zy BSec "JumpStart” Export Security Settings Wizard ﬂ

Conngoft e

Copyright &

BSec JumpStart &
Comsoft?® 1935-2008
Bof@comsoft?. com

Template Version = ABC 6300

Fleaze zelect the Secuity File Mame and enter the
File Dwner Hame [Passvord] for the Security File
Jumpstart will export all security items in the app
Will not overwrite any existing records.

Security file name -

[E:\DataChBT TstuifBSec CEMSECURITY. TRS

File QDwiner Hame [Pazsword]

[Ba

-

| Eiish |

Cancel |

BSec Jumpstart will add all the security settings to the Security file for the app.
Run BSec Jumpstart on all apps in a multi-dll application.
BSec Jumpstart will not overwrite any existing records (destroy) changing user modified

Security Levels.

It writes the record using the default settings in the template establishing the security code.
| uses the name of the procedure and the category and description of the procedure.

It adds additional info to define it as a unique record depending on its task.

Run it as often as needed whenever changing the app to pick up new security additions.
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16 BSec Security Templates

~]Browse the Security file

Sort Order: [11 Key_Sltem Kl

S ltem Security Level | Category Diescr ~
BrSecurity 3| Browsze Browsze the Security fils i
BrSecuriy-EIP(AddN 3| Browsge Browse the Security file

BrSecurity-EIP[Change]l 4| Browze Browse the Security file

BrSecuriy-EIP(Delete]] 4| Browsge Browse the Security file

Brllzers 3| Browsze Browsze the Uzers file

CityStateip 3 Function to return C52

b ain 3 Clarion far Windows ‘wizard Application - with W allpaper
b ain-Button-FLogaon 3 Clarion for Windows YWizard Application - with W allpaper
b &in-B utton- 7S ecurity 4 Clarion far Windows ‘wWizard Application for E:A\DATACNBTTSTUFF
PrintCUS:Statek ap 3 Report the Customers File

Printlfvaice 3 Printz Invaice - Using the Pauze Caontral Template
PrintinvaiceFromBrowse 3 Prints Inwoice for each order

Printkd ailingLabels 3 Printing mailing labels

PrintPR 0K epProduct Sk 3 Report the Products File

PrintS electedCustomer 3 Repart the Customers File

PrintS electedProduct 3 Report the Products File

SelectProducts 3| Browsze Select a Products Record

SelectStates 3| Browsge Browse the States File and Edit-in-Flace update
SplazhScreen 3

|JpdateCompany 3| Form |Jpdate the Comparw File

|pdateCampary-add 3| Farm |Ipdate the Company File

|JpdateCompang-Change 3| Form |Jpdate the Comparw File

|IpdateCampany-Delete 3| Farm |Ipdate the Company File

|JpdateCustomers 3| Form |Jpdate the Customers File

|IpdateCustomers-4dd 3| Farm |Ipdate the Custamers File

|JpdateCustomers-Change 5| Form |Jpdate the Customers File

|UpdateCustomers-D elete 5| Farm |Ipdate the Custamers File

|JpdateDetail 3| Form |pdate the Detail File

|IpdateD etail-4dd 3| Farm |Ipdate the Detail File

|JpdateDetail-Change 3| Form |pdate the Detail File

UpdateD etail-D elete 3| Farm |Ipdate the Detail File

|JpdateQrders 3| Form |Jpdate the Orders File

|IpdateOrders-Add 3| Farm |Ipdate the Orders File

|JpdateQrders-Change 3| Form |Jpdate the Orders File

|UpdateQrders-Delete 3| Farm |Ipdate the Orders File

|JpdateFroducts 3| Form |pdate the Products File

|pdateFroducts-Add 3| Farm |dpdate the Products File

|JpdateFroductz-Change 3| Form |pdate the Products File

|IpdateFroducts-Delete 3| Farm |dpdate the Products File

|JpdateS ecurity 4| Form Faorm Security

|IpdateS ecurity-2dd 3| Farm Farm Security

|JpdateS ecuity-Change 3| Form Faorm Security

|IpdateS ecurity-Delete 3| Farm Farm Security

|Jpdatellzers 3| Form Form Uszerz

|Ipdatell zerz-4dd 3| Farm Farm Users

|Jpdatellzers-Change 4| Form Form Uszerz

Updatell zers-Delete 4| Farm Farm Users

< 3w

Inzert H LChange H Lelete

[ LCloze l [ Help

© 2010 Comsoft7©



Includes 17

3 Includes

[=] 120 ardParty
) Bin
) Docs
[=] 1) Examples
[=] 1) Comsaft?
[=] I BSec
s
) Cs5
e
) ExampleImages
) Samplel)serFile
5 THA
) THD

Example files are included under their respective version number directories. The example
images are used by all the examples, and can be copied into the appropriate directory. ABC
and Legacy examples are provided for each version.

A sample users file is provided for testing purposes. It is contained in the SampleUsersFile
directory.

TXA directory contains the legacy and ABC logon procedures if you chose to import them
into your application. You can roll your own using a window and the BSecLogon control.

TXD directory contains the Security file and example users file txd's for import into your
dictionary.

4 Users File

A sample users file is included with BSec. See includes. BSec is designed to use your
Users or Employee file as long as the minimal file requirements are met. Users File
requires a Login Name(String), Password(String), and Security Level(Byte) Fields. A unique
Key is required on the LoginName field. It is a good idea to have the file encrypted with an
Owners Name. You can enforce case requirements, alpha numeric, etc as needed if you
like.

© 2010 Comsoft7©
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BSec Security Templates

~IBrowse the Users file

Sart Order: [1] Logink.ey hd

User ID

Log In Mame

Password Fullname

7

1

Security Level|
1 H

—

0= OO e GO — D O
[ e g N I S

10
2
255
3

10
2
285 TopDog

[ n R i p Ry B P

10
2
255

[ n R i p Ry B P

2]

Wiew ” Inzert ” LChange H Delete ]

l

Cloze

J [ Hel

)

Sample Users File for Setup and Playing. See includes.

Owners Name or Password is Bo for 'Security' and 'Users' file.

Logon's and passwords are same as levels

Name 1
Name 2
Name 3
Name 4
Name 5
Name 6
Name 7
Name 8
Name 9

Name 10 Password 10 Security Level 10

Password 1
Password 2
Password 3
Password 4
Password 5
Password 6
Password 7
Password 8
Password 9

Security Level 1
Security Level 2
Security Level 3
Security Level 5
Security Level 5
Security Level 6
Security Level 7
Security Level 8
Security Level 9

5 Security File

The security file must follow the following file definition.
It can have a different name and Owner than this definition, but the file structure must be
identical as it is used by the BSec Classes.

You can even use a variable for the owners name in your app.
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Security File 19

Security FILE,DRIVER( " TOPSPEED") ,0WHER( "Bo"),PRE{SEC),CREATE ,BINDABLE
Key SItem KEY(SEC:5Item) ,HOCASE ,PRIMARY
Record RECORD,PRE()
SItem STRING{?5)
SecuritylLevel BYTE
Category STRING(35}
Descr STRING(75)
EHD
EHD

A txd is provided to import into your dictionary for the file definition. See includes.

BSec uses Logical labeling with the Procedure Name, EIP, action name, and/or button
name for the procedures and controls in question. This is used for the S Item Field in the
Security File and should not be changed. This Field, and the Key on it, are used by the
BSec Class to do the lookups. The other three fields are readily user accessible and can be
changed to provide the security levels, more meaningful end user category and descriptions,
as well as having additional sort orders added to the end user's local browses, etc. They
are filled by Jumpstart with the procedure category and procedure Description for starters.
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20 BSec Security Templates

~]Browse the Security file

Sort Order: [11 Key_Sltem Kl

S ltem Security Level | Category Diescr ~

BrSecurity 3| Browsze Browsze the Security fils i

BrSecuriy-EIP(AddN 3| Browsge Browse the Security file

BrSecurity-EIP[Change]l 4| Browze Browse the Security file

BrSecuriy-EIP(Delete]] 4| Browsge Browse the Security file

Brllzers 3| Browsze Browsze the Uzers file

CityStateip 3 Function to return C52

b ain 3 Clarion far Windows ‘wizard Application - with W allpaper

b ain-Button-FLogaon 3 Clarion for Windows YWizard Application - with W allpaper

b &in-B utton- 7S ecurity 4 Clarion far Windows ‘wWizard Application for E:A\DATACNBTTSTUFF

PrintCUS:Statek ap 3 Report the Customers File

Printlfvaice 3 Printz Invaice - Using the Pauze Caontral Template

PrintinvaiceFromBrowse 3 Prints Inwoice for each order

Printkd ailingLabels 3 Printing mailing labels

PrintPR 0K epProduct Sk 3 Report the Products File

PrintS electedCustomer 3 Repart the Customers File

PrintS electedProduct 3 Report the Products File

SelectProducts 3| Browsze Select a Products Record

SelectStates 3| Browsge Browse the States File and Edit-in-Flace update

SplazhScreen 3

|JpdateCompany 3| Form |Jpdate the Comparw File

|pdateCampary-add 3| Farm |Ipdate the Company File

|JpdateCompang-Change 3| Form |Jpdate the Comparw File

|IpdateCampany-Delete 3| Farm |Ipdate the Company File

|JpdateCustomers 3| Form |Jpdate the Customers File

|IpdateCustomers-4dd 3| Farm |Ipdate the Custamers File

|JpdateCustomers-Change 5| Form |Jpdate the Customers File

|UpdateCustomers-D elete 5| Farm |Ipdate the Custamers File

|JpdateDetail 3| Form |pdate the Detail File

|IpdateD etail-4dd 3| Farm |Ipdate the Detail File

|JpdateDetail-Change 3| Form |pdate the Detail File

UpdateD etail-D elete 3| Farm |Ipdate the Detail File

|JpdateQrders 3| Form |Jpdate the Orders File

|IpdateOrders-Add 3| Farm |Ipdate the Orders File

|JpdateQrders-Change 3| Form |Jpdate the Orders File

|UpdateQrders-Delete 3| Farm |Ipdate the Orders File

|JpdateFroducts 3| Form |pdate the Products File

|pdateFroducts-Add 3| Farm |dpdate the Products File

|JpdateFroductz-Change 3| Form |pdate the Products File

|IpdateFroducts-Delete 3| Farm |dpdate the Products File

|JpdateS ecurity 4| Form Faorm Security

|IpdateS ecurity-2dd 3| Farm Farm Security

|JpdateS ecuity-Change 3| Form Faorm Security

|IpdateS ecurity-Delete 3| Farm Farm Security

|Jpdatellzers 3| Form Form Uszerz

|Ipdatell zerz-4dd 3| Farm Farm Users

|Jpdatellzers-Change 4| Form Form Uszerz

Updatell zers-Delete 4| Farm Farm Users

< 3w
Inzert ] [ LChange l [ Lelete l

[ LCloze l [ Help l

6 IDE Extension Tree Clarity

BSec tries to use the IDE application tree to quickly identify many of the security items
installed in the app. The right pane in C55 and C6 will display if the procedure security
template is enabled or disabled on the procedure, the call logon template displays the name
of the logon procedure called, Button Security displays the name of the button it is
protecting, and EIP displays the browse being protected.
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IDE Extension Tree Clarity

= _1 Estenzion
El Button Security - PUsers
El CallLogan - Logon
El Procedure Security Frame or 15t Procedure - Dizabled
El Display the date and/or time in the current window
El Toolbar Control Buttans an MO Frame

—i_] Extenzion

EIF Security - YBromse:1

Procedure Security Enabled

Browse on Security

Select a Record from Browse on Security
“Wiew g Record from Browse Box on Security
|Jpdate a Record from Browse Box on Security
Cloze the Window

Call the Help

Drroplist to allow zelection of the sort order[7)
Allows contrals to be resized with window

DD DD @D @D @D @D D

Code templates are identified in the embed tree.

—_1 Embeds
+_ ] #ProcedureRoutines:
+-_ ] #windowhanageethodCodeSection; [Init, [LEYTE)
+-_ | #windowhanagetethodCodeSection; [T akeCompleted, [LEYTE]
+-_ ] #windowhanagetethodCodeSection: [Fun, [USHORT Mumber,BYTE Request) BY'TE)
+-_ | #ControlEventHandling: [DTL:QuantityQrdered, Accepted)
+_ | %ControlEventHandling: [F0F. Accepted]
=1 %ControlEventHandling: [?DTL:Frice, Accepted)

El Secured Code Start- DetaillpdateFarentRecords
El SOURCE 1My embed code to update parent records if sufficient Security Clearance. )
El Secured Code EndYer 1.0(3]

21
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